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Abstract

Security is the precaution taken to protect items from theft or/and danger [1]. For this
reason, security systems have been developed to cater for these tasks. There are
numerous types of security systems and the most commonly used device involve
infrared sensors, as they are easy and neat to fit, extremely reliable and low in cost.
Currently, most of the standard security devices only consist of a sensor and siren,

which produces a loud sound when the sensor as been triggered.

The aim of this thesis is to develop and implement a security system, which uses
Frequency Shift Keying (FSK) wireless communications. However, the design and
implementation of the system will not include the entire system. This thesis will
primarily concentrate on the hardware development of the system, though a brief

discussion of software will be mentioned.

The security system has been design mainly as a prototype and will incorporate the
concept of current security devices and most importantly, the use of FSK modulation
scheme. FSK is a scheme which transmits digital information (1’s or 0’s) across an
analog channel [2]. This security system will allow users to view the location of the

security breach, resulting in a drastically reduced response time of authorized personals.

The system is required to use the Nordic nRF401 transceiver and will primarily consist
of three parts; the transmitting module, receiving module and power supply. The
transmitting module will detect and send information to the receiving module, where it
will process the received information and display the results for viewing. The power

supply will provide the required voltage to operate the system.

Overall, the security system was successfully implemented and demonstrated how the
FSK modulation and demodulation scheme could be use in a design of a security

system.
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Chapter 1 - Introduction

1

Introduction

1.1 Thesis Introduction

Security systems are commonly used around the world in homes, offices, buildings,
laboratories, storage areas, banks and the list is endless. A home is 2.2 times and a

business is 4.5 times more likely to be burglarized than one with a security system [3].

The general purpose of a security system is obvious. A house with a small number of
entry points can be simply protected with detectors, which produce a sound when
triggered. The location of the security breach can be easily located as the area is quite
small. However what happens when a building with multiple levels, a large number of
rooms and hundreds of entry points needs to be protected? How does security personals

know which entry point has been breached?

This security system will assist in the location of the security breach by sending
information, corresponding to the particular sensor or entry point of the building by the
use of FSK modulation and demodulation techniques. This will reduce the response

time to catch the offenders.
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1.2  Prior work

This thesis project has not been previously carried out by a University of Queensland
thesis student however the use of the FSK communications was commonly used in
many 2002 thesis topics. These include the ‘BlueNanny — Child Monitoring System’
[4] and ‘Wireless ECG Monitors’ [5].

1.3  Thesis Objective

The aim of the project is to design and build a security system using the Nordic nRF401

FSK RF transceiver for wireless communication [6].

The objective of the thesis is to build the hardware of a prototype that;
e uses the modulating and demodulating technique of Frequency Shift Keying

¢ has the concept to function as a security system

The thesis focuses only of the hardware aspects of the security system. The software
aspects of the security system can be read in the thesis entitled, “A Security System
using FSK Wireless Communications: Software Aspects [7].” Together, the two theses

are intended to complete the security system.

1.4 Thesis Structure

The design and implementation of the security system hardware will be discussed in
detail in this report. This, the first chapter discusses the objectives of the thesis whereas

the following chapters will deal with:
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Chapter 2 provides background information of Frequency Shift Keying and discusses

some security devices currently available.

Chapter 3 looks at the system’s hardware requirements and specifications. It also gives

a brief outline of software requirements.

Chapter 4 discusses how the hardware was implemented and the major components

used.

Chapter 5 gives a summary of software implementations of the system.

Chapter 6 provides an evaluation on the product and personal assessment is discussed.

Chapter 7 looks at how the product can be improved and the possibilities of future

developments.

Chapter 8 concludes the thesis report by giving a brief summary of the project.
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Background Information

2.1 Whatis Frequency Shift Keying (FSK)

2

Frequency Shift Keying (FSK) is a scheme that transmits digital information across an

analog channel [8]. The two digital binary states, logic 0 (low) and logic 1 (high) are

represented by different analog waveforms
[9]. Figure 2.1 is an example of how a digital

signal can be represented by an analog signal.

There are many advantages and disadvantages
of FSK, compared to other modulation
techniques. These advantages include
improved signal to noise ratio, use of less
radiated power and ease of implementation
[10]. A disadvantage is that FSK requires a
larger bandwidth.

I

L

Digital
states

W AVWVWW

Andlog waves

Figure 2.1 Digital signal represented by an
analog signal
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2.2

Existing products

The concept of a security system is similar to everyone. Its job is to protect valuables

and/or irreplaceable items, from theft or damage and to alert a person when an intrusion

has occurred in an unauthorized area. Security systems can be classified into two

different levels; low and high.

2.2.1

Low Level Security Systems

A majority of security systems only detect when an intrusion has occur. These
security devices rely on sensors, which only produce a loud warning noise once
they have been triggered and are often used in low security areas. The
advantage of these devices is that they are portable and additional electrical

wiring is often not required. A few examples of these devices include:

2.2.1.1 Magnetic contact detectors

This detector contains two parts — a .

reed switch and an operating magnet

[11]. In general, the reed switch is
fitted to the frame of a door and held
close together by the magnet, fitted to
the door. The alarm would be triggered

if the door were to be opened [12].

Figure 2.2 Magnet contact
Figure 2.2 is an example of such a detector. detector
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2.2.1.2 Dual technology sensors

The combination of infrared and microwave technology makes up the dual
technology sensor [11]. The infrared detects any change in temperature while
the microwave detects any movement. This type of detection will only trigger

the security system if both detectors are tripped.

2.2.1.3 Inertia/vibration detectors

As the name implies, these detectors sense any sudden movements in a room

and are usually fitted to windows frames [11].

2.2.1.4 Beam detectors

These detectors are best used when detecting any

movement across a large area. They normally

consist of separate transmitting and receiving - . .
units where a beam is formed between the two - : ~

units. When movement is detected, crossing tam,

the detector is trigger. Mirrors or reflectors,

which have been properly positioned, can .
increase the area of detection [11]. Figure 2.3 is

an example of a beam type detector.
Figure 2.3
Beam detector
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2.2.1.5 Infra-red detectors

These are the most commonly used detector, out in the market. They detect
movement of heat, by looking at the room in infrared [13]. There are many
other alternatives, which can be added to this detector. The most commonly
used variants are the dual technology detector, as mentioned in section 2.2.2 and
the tri technology detector. The tri technology detector is identical to the dual

technology detector with the addition of a pressure sensor [11].

High Level Security Systems

These days, high level security systems are required in Government buildings,
banks, high rise office buildings and practically any environment, which
instantly require the location of the intrusion. These systems are often especially
tailored for the situation and large amount of electrical wiring and planning are
required to display such information. Video surveillance cameras also assist in

the capturing of the intrusion.
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3

Product Specification

The most important hardware requirement for the security system is to use the Nordic
nRF401 transceiver for the FSK communication. Based on this requirement and many
more, specifications will be derived which will be used to implement the hardware

prototype of this system and will be detailed in chapter 4.

3.1 Base specification

A security system is required to protect valuables from theft and/or damage. A typical
and simple security device requires [14]:

e A sensor

e Asiren
The sensor is required to detect when an intrusion as occurred while the siren is needed
to alert others of the intrusion and to intimidate the intruder to think twice. Often, both
these requirements are integrated into the one unit. In addition, a security system will
take that extra step and display the location of the security breach, obviously with

additional circuitry.
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3.2

Product constraints

The development of this security system was defined largely by the time constraint.

The project must be completed, from design to implementation, in a time frame of

approximately 27 weeks (excluding holidays). The School of Information Technology

and Electrical Engineering has provided funding for this project, however the final cost

of the product has not been set. A vital constraint is the availability and delivery time,

of the required components, to complete the hardware of the system.

3.3

Engineering Specifications

It is necessary to define some engineering specifications for this system.

Fast — the system reaction time to the intrusion must be quick or there is no purpose
to the security system.

Reliable — the system must be expected to work when in operation.

Ease of use — the system should be easy to use.

Ease of installation — installing the system should be simple and should not require
a high cost.

Light in weight — the units should be light so it can be placed anywhere without
causing architectural damage.

Low operating cost — when running a system of this nature, the only associated cost
is the power consumption.

Low maintenance — the system must require low level maintenance.

Ease of future enhancements — hardware and software, if needed, should be easy

to add or changed in the system.

10
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3.4 Target Market

Presently, this system will be built as a prototype, mainly to demonstrate the use of FSK
communications in a security-breached situation. The targeted market would eventually
be large organizations, which would require the instant location of the security
intrusion. Such organizations would include the Government, schools, Universities,

high rise office buildings etc.

3.5 The Design Specifications

After considering the required specifications and constraints listed in the above sections,
the ideal security system would have the following requirements:

e Low operating cost

¢ Low maintenance

e Ease of use

e Ease of installation

e Reliable

e Small in size and light weight

e Ease of future developments

3.6 Hardware Specification

Currently, a majority of security devices do not show the location of where the intrusion
has actually occurred. For example, if a security detector has been triggered, in a
building with numerous rooms and many levels, the problem is the difficulty to pin

point the actual location of the intrusion.

11
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Using wireless FSK communications to send and receive a specific signal, each
corresponding to a particular sensor/detector, would be a solution to this problem,
mentioned above. It would help reduce the response time of authorized personals. This
system can be easily designed and individually catered for any type of building, needing

this form of monitoring.

The security system prototype, for this project will have the following main hardware
features;

e Sensors

e Transmitting device

e Receiving device

e Display unit

The figure below gives the intended hardware layout.

Power
Supply

Transmitting

Sensors |_y] Processing f—pp FSK

Unit Transmitting

. ' v

| FSK || Receiving |y, Display
Receiving Processing Unit
Unit Unit

Figure 3.1 Hardware Layout

12
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3.6.1

3.6.2

3.6.3

3.6.4

Power Supply

Two types of power supply will be required for this security system, 240Volts
AC (alternating current) and DC voltage (direct current). The use of 240Volts
AC can potentially be dangerous and safety must be taken when using this

source of power. DC currently allows the device to be portable.

Sensors

The importance of sensors is to detect the moment an intrusion has occurred.
Without this hardware feature, the installation of the security system would be

useless.

Transmitting Processing Unit

This unit is responsible for processing which sensor has been trigger. It must
also have the ability to output digital data into the RF transmitting unit.
Choosing the right processing unit is important, as it must have enough memory
to comply with all software requirements. Low power consumption is also

required.

FSK Transmitting Unit

The security system requires the use of FSK communication therefore circuitry

to produce such modulation technique is essential.

13
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3.6.5 FSK Receiving Unit

This unit is required to receive the signal sent by the FSK transmitting unit.

Without this unit, the system would fail and not meet the requirements given.

3.6.6 Receiving Processing Unit

As with the transmitting processing unit, section 3.6.3, the requirement of this
unit is important. Its task is to process the information received from the FSK
receiving unit, section 3.6.5, and in turn, send the collected information to a
display unit where security personals are given the exact location of the
intrusion. High memory capacity and low voltage must also be considered when

choosing the right processor.

3.6.7 Display unit

This unit must have the ability to communicate with the receiving processing
unit, section 3.6.6. The display unit is important as it shows security personals

the exact location of the intrusion.

3.7 Software Specifications

As with most devices, hardware will not be able to function without the software. The
software can be divided into two sections; the operating software of the processing units
and the Graphical User Interface (GUI). Both sections of the software should not be
accessible to the user of the system. The GUI is required to be easy to use and its main

function is to display the location of the security breach. Because the thesis is required

14
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to build the hardware of the security system, the detailed software specifications for the
security system can be read in the partnering thesis titled “A Security System Using

Wireless FSK Communications: Software Aspects [7].”

15
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4

Hardware Implementation

The design for the security system can be essentially divided into five sections: the
transmitting unit, receiving unit, the display unit, RF communications units, and power
supply. This chapter will discuss the components used to implement these modules,

according to the specifications discussed in chapter 3.

4.1 The Transmitting Unit

This unit consists of the sensors and the processing unit, which must send digital
information to the RF transmitting unit. The schematic diagram for the transmitting

unit can be seen in Appendix A.

4.1.1 Sensors

The design of the security system requires sensors which will detect any
intrusion. Four push buttons will be used to imitate as the detection device, each
representing four separate rooms. As mentioned in section 2.2, there are many
sensors/detecting devices available and each sensor has situations where they
work the best. The main reason for implementing push buttons, as sensors, is to
allow the option to add the best-suited sensor for an individual tailored security

requirement.

17
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4.1.2

The numerical value of push buttons was selected to demonstrate the system’s
ability to show the different locations of the security breach. This can be

increased if necessary.

Microprocessor

From all the available microprocessors, the selection was made within the PIC
range. The following table compares the some different PIC microprocessor

chips available [15].

PIC 16F873 | PIC 16F874 | PIC 16F876 PIC 16F877
Operating Frequency DC -20M Hz DC -20M Hz DC -20M Hz DC -20M Hz
FLASH program 4K 4K 8K 8K
memory
Data memory (bytes) 192 192 368 368
EEPROM data memory 128 128 256 256
No. of I/O ports 22 33 22 33
Number of Interrupts 13 14 13 14

Table 4.1 Comparison of different PIC microprocessors

The PIC 16F876 microprocessor was chosen mainly due to the past experience
in using the chip as well as its availability. Another reason for choosing this 8-
bit microprocessor is because of its significant number of I/O (input/output)
ports, which can be defined by the embedded software. It has 256 bytes of
EEPROM (Electronically Erasable Programmable Read Only Memory) data
memory, which provides more than sufficient storage capacity for the security
system. The PIC microprocessor was also chosen due to its low cost and the
availability of devices and software to program the chip. This is useful if any
problems occur, a replacement chip could be easily obtained. In addition, the
PIC 16F876, consumes very low current when in operating mode and even

lower current when in standby mode. Finally, the programming language for the

18
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microprocessor can be written in either Assembly or C. Figure 4.1 shows the

block diagram and internal components of the PIC 16F876.

13 CatsBues & PORTA
Pragram Counter 7 " RACAND
FLASH JL = RATAN1
Program [ RAZIANZVREF-
Memary & Lovel St RAM . L ubd] RaaNz Vet
i13-tit) Regish N RAATOCK]
— SgIElers - RASANAES
F\'\gg;elm 'S PORTE
4 RBOINT
Instruction r=g M Eg:;
ll Diract Addr 7 4 REA/RGM
7 = RB4
[ RBs
& RBE/FGC
[ RET/RGD
a
= PORTC
- RCOTIOSOMICKI
Power-up [ RCAT1OSIICCP2
1 Tirner & RC2ICCP1
i Oecillater [ RCASCK/SCL
|petruction Laed | Start-up Timer n RC4/SOIEDA
Control Power-on et RCs/E00
Resst - RCBTEICK
. o RCWRA/DT
Tirin Wakhdog M
E‘:# Generangm F—= Timer
QSC1CLEIM Brown-out
OEC2CLKOUT Resst
In-Circuit
DCiebugger
Lo Voltage
Programming
FCIR Voo, Vas
TirmerQ Timer1 Timer2 10-bit A/D
Synchronous
Data EEPROM CCP1,2 Serial Port USART

Figure 4.1 Block diagram of the PIC 16F876.

For this microprocessor to operate correctly, a 20MHz external oscillator crystal
is required between pins 9 and 10. Its purpose is to imply the instruction cycle

rate.

19
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4.2 The Receiving Unit

As with the transmitting unit, there are two sections associated with the receiving unit;
the processing unit and the communication link between the processing unit and the

display unit. The schematic diagram can be seen in Appendix B.

4.2.1 Microprocessor

The PIC16F876 was again chosen, for the receiving processing unit, for the
same reasons stated in section 4.1.2. The large number of I/O ports was more
than enough to allow a communication link with the display unit, which is
required to display the location of the intrusion. The same microprocessor was
chosen for processing the digital information, for both transmitting and receiving
units, would ease the software implementation. This is because there would be

no need to learn an additional microprocessor programming language.

4.2.2 Display unit communication

FIN
EF]
3

The USB MOD2, manufactured by Ravar [16], (figure ™ -

1 MoD

245

4.1) was chosen to produce the communication link 26t & e

E comM 28

GND B+

between the display unit and the receiving PIC16F876

U+ B- ¥

5
g

(section 4.2.1). It was chosen to ease the : lwreyrryrgry et =
* P LI ™
g

implementation of the system and is powered by the TR [
10 ps [~ i ] ]
USB port. Additionally, most computers today contain 1 jp+ ut vl 22
1z B3 FT8U245 EEBAT] 21
at least one USB port, which will allow a simple 1w} eenik| 20

14 |1 EECE| 19
. . . . HL
connection between the display unit (section 4.3) and 1 | sie| 15

16 |en0 USE mooem @n| 17

the receiving unit. The module is a parallel 8-Bit FIFO
Figure 4.2 USB MOD2
Module
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which is suited to the system as the digital code, being transmitted and received
by the PIC 16F876, is 8 bits. More information on the digital code can be

read in the thesis entitled “A Security System Using Wireless FSK
Communications: Software Aspects.” The USB MOD?2 features a multi-
function data transfer chip and is compatible with many Virtual Com Port

drivers for operating systems such as Windows 98/2000/ME and XP.

Furthermore, the USB MOD2 module produces a power supply of
approximately 5 Volts DC. This will elaborated in section 4.5. Appendix C
gives a table of the pin function of the USB MOD2. To operate the USB
MOD2, no external components were needed only the PCB routing connection

with the microprocessor.

4.3 Display Unit

There are many options which could be used as a display unit. These would include a
LCD, using LEDS to display the security breached room or a computer/laptop. The
chosen solution was the personal computer/laptop, which must contain a USB port. The
reason for this choice was mainly due to the fact most computers/laptops today have at
least one USB port, which would allow the simple connection to the USB MOD2
module, using a USB cable. Furthermore, the computer allows software packages
which can be used to produce the Graphical User Interface. This display unit is
intended to be the central control base where the location of the security breached is
showed on the screen. No additional hardware or electrical wiring is required for the

communication with the USB MOD2, which meant ease of implementation.

21
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4.4

RF Communications

A requirement of the system is to use the FSK communication scheme. As defined in

section 2.1, FSK is a modulation scheme which sends digital information across an

analog channel. This unit must have the ability to convert the specific digital data

packet, sent by the PIC 16F876, into RF (radio frequency) signals and to transmit this

signal to the receiving RF module. In turn, the receiving module must demodulate the

received signal and convert it back into digital format.

4.4.1 RF FSK transceivers
There are many possible RF transceivers which could be used to implement this
wireless FSK security system. The table below shows a comparison table
between a few chips that can be used to implement the FSK modulating and
demodulation technique.
Units Nordic nRF401 TI TRF5901 [17] TI TRF6900 [18]
[19]
Frequency (min/max) MHz 433.93/434.33 902/928 850/950
Operating Voltage (min/max) | Volts 2.7-5.25 3-3.6 2.2-3.6
Output Power dBm 10 5 9
Supply Current (RX mode) mA 8 28 24
Supply Current (TX mode) mA 8 26 26
Standby Current uA 8 0.5 0.6
Maximum Bit Rate Kbits/s 20 100 100

Table 4.2 FSK transceiver chip comparison table

Due to a requirement to use to Nordic nRF401 transceiver the decision on which
chip to use was made. The availability of a Nordic nRF401 evaluation board,
application notes and data sheets assisted in developing the hardware. The
operating voltage between 2.7 — 5.35 Volts DC was also within the range
required by the microprocessors and USB modules. As shown in the table
above, an additional feature of the Nordic nRF401 transceiver is its low power

consumption and its ability to be placed in standby or operating modes.

22
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4.4.2

Nordic nRF401 Transceiver

As mention in the previous section, the Nordic nRF401 transceiver is a hardware
requirement for the security system. This single chip transceiver is designed to
be operated in the ISM frequency band of approximately 433.92MHz and
features Frequency Shift Keying modulation and demodulation ability. This is a
very important feature. Figure 4.2 shows the block diagram of the nRF401

transceiver.

————— e 5

DOUT sb——i— DEM 1—% .2‘ q i

Figure 4.3 nRF401 transceiver block diagram

4.4.2.1 Nordic Hardware implementation

The values of external components, required for the operation of the chip, was
provided by the chip manufacturer, Nordic. Before purchasing any external
components needed, data sheets explaining the importance of the individual
component specifications was read. Appendix D illustrates the schematic

diagram of the RF circuitry.

23
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4.4.2.2 Nordic Software implementation

The actual Nordic nRF401 transceiver chip can not be programmed. The
method to operate this 20-pin transceiver is by implementing at least four input
pins of the chip. This is done by either hardwiring the circuit, to either power or
ground, or connecting the corresponding transceiver pin to a digital processing
unit. The following table shows the pins required to operate the transceiver, in
either transmitting or receiving mode. Appendix E shows all the pin functions

of the Nordic transceiver.

Mode Pin | Pin Name Description
X 9 Din Digital Data Input
RX 10 Dout Digital Data Output
TX & RX 12 CS Frequency selection

“0” =433.92 MHz
TX & RX 18 Pwr up | Operating or standby mode
TX & RX 19 Txen Transmit or Receive mode
Table 4.3 Required connections from the processing unit to the RF unit

4.2 Power Supply

As mentioned in section 3.6.1, the system requires two different power supplies of
240Volts AC and DC voltage. The display unit, i.e. personal computer/laptop, will
require a 240Volt AC outlet which can be obtained by the building’s current electrical
circuitry. The USB port from the computer/laptop will power the receiving modules of
the system. As mentioned in section 4.2.2, the USB port produces approximately 5V
DC which is within the range for operating both the PIC 16F876 and the Nordic
nRF401 transceiver, hence the reason to power the receiving end of the system with the
USB port. This reduces the need for batteries and allows the receiving units to be

constantly powered.

24
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The transmitting end of the system is powered by 2xAA batteries, totaling 3Volts. This
was implemented as the transmitting end, of the security system, must be portable to

display the range of the signal.

[ Powrswny | ansmiTTER )

(batteries) Transmitting Receiving

ey | e A, o (Recaes Computer

FSK signal

nRF401 Micro-
Transceiver Processor | oytput

nRF401
processor Transceiver Input

Qutput F
i : (data | E
g || daa ] i |packets) F
B B |packets) H
§ B £
B b £

J

UsB
Module

Figure 4.4 The overall system design

4.3 PCB design and packaging

The final stage of the hardware implementation was the PCB design and packaging.
Digital and analog circuitry and PCB design might work well separately, however when
placed on the same PCB board can be more complex [20]. Consequently, it was
decided to implement the digital (microprocessor) and analog (nRF401 transceiver)

PCB boards separately to allow the ease of troubleshooting.

Firstly, the digital circuit PCB, for the transmitting and receiving ends of the system,
had to be designed and implemented. Both these boards had to be ground plated as the
overall system was using RF signals. Furthermore, the wires used to connect the output
pins of the digital circuit to the required four input pins of the nRF401 transceiver, had
to be twisted with a wire connected with ground. Without doing this, the RF signal

could be corrupted.

The artwork of the PCB (printed circuit board) design was provided by the chip
manufacturer however header footprints were added to allow the connection between

the corresponding receiving and transmitting processing modules. This assisted in any
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troubleshooting. If designing the PCB artwork from scratch, there are many PCB
guidelines which are recommended for optimum performance. These details can be

found in the nRF401 Transceiver datasheet [19].

Two different types of PCBs manufacturing technique was used to implement the
system. Simple etching was used for the digital circuit PCBs and plated-through PCB
was used to fabricate the RF circuitry. This was required as the RF PCB artwork, was
ground plated on both the top and bottom layers of the PCB and the transceiver was a
surface mount chip. Figure 4.5 shows the completed hardware for the security system.

The final packing of the transmitting and receiving modules is shown in Figure 4.6.

Figure 4.6 Final packaging of the transmitter and receiver units
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S

Software Implementation

This chapter will briefly discuss the software required to complete the security system.
As mentioned in section 3.7, this thesis required the hardware development of the

system and a detailed software discussion can be read in the partnering thesis.

The software implementation can be divided into two sections: the embedded software
of the microprocessor and the Graphical User Interface (GUI). Although the software
packages available, to program the PIC, could be written in either Assembly or C, the
language chosen to program the PIC microprocessor, was in Assembly. The reason to
this choice can be read in the partnering thesis. Visual Basics (VB) was used to develop
the Graphical User Interface on the computer/laptop. This was chosen as VB is simple

to use and allow simply retrieval of digital information sent via the USB MOD2 device.

The two software sections operated the overall security system. When a particular push
button was pressed, the transmitting PIC 16F876 was program to send the
corresponding 8-bit data packet to the DIN pin of the Nordic nRF401 transceiver. Each
push button is allocated a different 8-bit data packet to represent four different rooms.
The receiving Nordic nRF401 transceiver demodulates the received RF signal back to
its original 8-bit data packet and sends it, via the DOUT pin, to the receiving PIC
16F876. The Graphical User Interface is programmed to extract the digital packet,
obtained by the receiving PIC 16F876, and to display the corresponding push button

that was pressed.
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6

Evaluation

This chapter will assess the final design of the security system by comparing it with the

design and system specifications outlined in chapter 3.

6.1 Product Review

The important system requirement of using wireless FSK communications was
successfully fulfilled. The transmitting and receiving range of the system reached

approximately 20m.

A majority of the engineering design requirements, listed in section 3.5 were met. The
transmitting module draws approximately 3.1mA current, in standby mode and 38.1mA,
if in operating mode. The graph below shows the battery life of the transmitting module

[21]. The batteries operating the transmitting end of the security system can last

COMSTANT CURRENT DISCHAROE approximately 600 hours (25 days), in standby mode

however only 50hrs if constantly in operating mode.
The receiving end of the system is powered by the
USB module via the computer and therefore the
lifetime would be infinite, unless there was a power

failure to the entire building’s electrical circuitry.

Due to these results, operating costs would be low.
1 o plx] 1000 10000

IDsehangs Curmsnt. ma

Figure 6.1 Battery lifetime
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The maintenance of the system is very low as it is only a prototype. The current system
produced and implemented, was designed to show the new innovative idea of using
FSK communications in a security system application. The prototype developed does
not require any changes to the building’s circuitry to operate. The reliability of the
system was good, as the transmission of the RF signals was often instant and without
error. However, at times, the push buttons needed to be held down, to provide proper

contact for the microprocessor to detect.

The weight of the system, excluding the display unit, is light however the packaging
size of the transmitting and receiving modules could have been smaller. This was due
to the shortage of time left to package the modules and was caused by lack of time
management. There was no set budget for the final cost of the project however the total
cost of development is shown in Appendix F. As this system is a prototype, mainly to
show the use of FSK communications, future developments can easily be implemented
on the system. These developments will be discussed in chapter 7. Overall, the initial
prototype system, shown on figure 4.4 was fulfilled and implemented meaning a

successful design and development of the hardware.

6.2 Personal Assessment

The main goal of implementing a working product, to demonstrate at Innovation Expo
was achieved. In addition, after 27 weeks of working on this thesis project, I believe I

have learnt a lot in the progress of designing and implementing a product.

Because this system was broken up into two sections, hardware and software, it was
aimed to have the hardware completed half way through the project. Unfortunately, due
outside University commitments, this aim was not met, delaying the software

development of the system. Luckily, a Nordic evaluation board was available for the
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partnering thesis student to begin work on the software, for the system. Furthermore,

the troubleshooting of the RF communication hardware took longer than expected.

My strengths are usually time management and organization, however too much time
was spent on hardware selection and researching on the theory of Frequency Shift
Keying. Time allocation to troubleshoot the PCB boards was under-estimated. In
addition, many unexpected events occurred throughout the project making it difficult to

follow the project plan, set out at the beginning of the project.

Other weaknesses included my attitude towards thesis and my lack of development
skills. I would think of ways of improving the system however it was too late to
implement a new design as time constraint was a major factor. The best solution to
address my weaknesses will be by practical experience. The more projects I undertake,
the more experience and knowledge in time management and industrial use

requirements will be gained.

On a positive note, many skills were developed throughout the project. This mainly
included the use of the Protel99 SE software package to implement PCB designs and
the soldering surface mount components onto a PCB board. Additionally, I have learnt
a lot after the completion of this thesis project. I have increased my knowledge of the
FSK modulating and demodulating scheme and the functionality of the Nordic nRF401

transceiver.
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7

Future Developments

7.1 Hardware Design Improvements

This system was designed to be a prototype of a security system using FSK
communications. As the main objective was to use wireless communication, the system
is of a simple design to demonstrate how the FSK modulation scheme could be used in
the development of a security system. Furthermore, it was designed to allow the
flexibility to tailor the system for individual needs. Nevertheless, a few improvements
could be made to the prototype itself such as having a back up power supply for the
receiving unit of the system, in case a power cut to the building’s electrical circuitry was
to occur. Integrating the digital and RF circuitry onto the one PCB board and
decreasing the packaging are other possible improvements to the system prototype.
LEDs (Light Emitting Diodes) could be placed on the PCB board, to show that the

transmitting and receiving modules are powered.

In addition, the microprocessor’s (PIC 16F876) memory capacity exceeded the need for
the prototype therefore another microprocessor of smaller size and memory capacity
could be found. Another improvement would be to implement four transmitting units,
each consisting of one push button and a Nordic chip. This would demonstrate the

different location of the sensor better.
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The overall packaging of the individual modules can also be improved. This can be

achieved by especially designing a case which would make the system more attractive.

7.2 The Dream

The development of a security system using FSK communications was successfully
implemented, giving another solution to displaying the exact location of an intrusion
and reducing the response time to the area. As mention above, the design is quite
simple. This system can allow the best suited detecting device to be added, to cater for
maximum security detection. There is possibly hundreds of detecting combinations,
which can be added to the implementation this prototype security system, using FSK
communications. The ultimate dream is to have this form of communication technique

applied in security systems and to be used in the world.
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3

Conclusion

The objective of this project was to design and implement the hardware of a security
system using FSK communications, in particular using the Nordic nRF401 transceiver.
Research was required into the functionality of the Nordic transceiver as well as the

requirements of a security system.

The system was developed as a prototype which used push buttons to act as sensors.
This was implemented to allow the option to apply the best suited sensor for the
individually required security situation. The FSK modulation and demodulation
technique was used to transmit information to a display unit, which showed the location

of the security breach.

The design specifications of the system included low operating cost, ease of use and
most importantly, reliability. The security system was successfully implemented and
proved to be a method which could be used in the future. It is a flexible design which

can be tailored to suit all situations which require security.
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Appendix A

Schematic diagram of transmitting unit
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Schematic diagram of receiving unit
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Appendix C

Appendix C

Pin function of the USB MOD?2

Pin Name Description
1 Mount Mounting support
2 Mount Mounting support
3 No pin -
4 No pin -
5 GND Ground
6 VCC Power Supply
7 /RXF High = do not read data in FIFO
Low = data is available and can be read in FIFO
8 D7 Bi-direction data bus bit #7
9 D6 Bi-direction data bus bit #6
10 D5 Bi-direction data bus bit #5
11 D4 Bi-direction data bus bit #4
12 D3 Bi-direction data bus bit #3
13 D2 Bi-direction data bus bit #2
14 Dl Bi-direction data bus bit #1
15 DO Bi-direction data bus bit #0
16 GND Ground
17 GND Ground
18 GND Ground
19 EECS Optional EEPROM - chip select
20 EECLK Optional EEPROM - clock
21 EEDAT Optional EEPROM - data 1/0
22 VCC Power supply
23 /RD Low = Enable FIFO data byte
High = Fetches next FIFO data byte
24 WR Writes data byte into transmit FIFO buffer
25 /TXE High = do not write into FIFO
Low = data can be written
26 EEGT Allows EEPROM contents to be accessed via data
bus
27 EERQ Requests EEPROM contents to be accessed via
data bus
28 GND Ground
29 No Pin -
30 No Pin -
31 Mount Mounting support
32 Mount Mounting support
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Appendix D

RF circuitry schematic diagram.
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Appendix E

Pin functions of the Nordic nRF401 transceiver

Pin Name Description
1 XC1 Crystal oscillator input
2 VDD Power Supply
3 VSS Ground
4 FILT1 Loop Filter
5 VCOl Voltage Controlled Oscillator
6 VCO2 Voltage Controlled Oscillator
7 VSS Ground
8 VDD Power Supply
9 DIN Data Input
10 DOUT Data Output
11 RF PWR | Transmitting power setting
12 CS Frequency selection
13 VDD Power Supply
14 VSS Ground
15 ANT2 Antenna terminal
16 ANTI Antenna terminal
17 VSS Ground
18 PWR UP | Operating or Standby Mode
19 TXEN Transmitting or Receiving Mode
20 XC2 Crystal oscillator output
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Appendix F

Total cost of security system prototype

Module Component Qty Unit cost | Total Cost
RF Circuitry | 0603 22pF capacitor 4 0.1 0.44
(x2) 0603 1000pF Capacitor 4 0.1 0.44
0603 15nF Capacitor 2 0.14 0.27

3216 Dielectric Capacitor 2 0.94 1.88

0603 100nF Capacitor 2 0.17 0.34

0603 220pF Capacitor 6 0.12 0.70

0603 8.2pF Capacitor 4 0.11 0.44

0603 1.5pF Capacitor 2 0.11 0.22

0603 22nH Inductor 8 1.84 14.72

0603 1M ohm Resistor 2 0.04 0.08

0603 4.7K ohm Resistor 2 0.04 0.08

0603 22K ohm Resistor 2 0.04 0.08

4MHz SMD Crystal (HC49/4HSMX) 2 5.07 10.14

Nordic nRF401 transceiver 2 11.54 23.08

SMA 2 8.34 16.68

2xAA Batterys 2 2.50 5.00

2xAA Battery Holder 2 2.48 4.96

PCB Manufacturing 2 40.00 80.00

20 WAY DIL 2 1.48 2.96
Miscellaneous 1 1.00 1.00

Transmitting | 20MHz crystal 1 2.91 2.91
Module 22pF ceramic Capacitor 2 0.06 0.12
PIC 16F876 Microprocessor 1 22.08 22.08

Push Buttons 4 1.52 6.08
Miscellaneous 1 6.00 6.00

PCB Manufacturing 1 30.00 30.00

Casing 1 6.94 6.94

Receiving | 20MHz crystal 1 2.91 2.91
Module 22pF ceramic Capacitor 2 0.06 0.12
PIC 16F876 Microprocessor 1 22.08 22.08

Ravar USB MOD2 1 50.00 50.00
Miscellaneous 1 15.00 15.00

PCB Manufacturing 1 30.00 30.00

Casing 1 6.94 6.94

GRAND TOTAL (excluding GST) 364.67
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